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IU Health and IHIE’s CareWeb

CareWeb is a web application developed by the Indiana Health Information
Exchange (IHIE) to give registered users access to medical information held in the
Indiana Network for Patient Care (INPC).

OnJanuary 1, 2015, IU Health Bloomington and Paoli Hospitals moved to the
Cerner EMR. Any medical record created after midnight on that date is in Cerner.

IU Health is allowing affiliated providers and their employees to use the CSGate
remote access system to view medical records for all patients that have been
created in the Cerner EMR.

These instructions pertain to CSGate & CareWeb.

Gaining access to this application:

IU Health did two mass uploads of users. The first was finished on December 24, 2014,
and the second on January 9, 2015

During the mass uploads, they also created Cerner Rea®nly and CareWeb access for those
users.

If you filled out your forms after January 5, 2015, the process will only give you access to
CSGate/MHG. You must complete an ofline process called SOLAR to get access to Cerner
medical records.

Please contact us at HealthLINC for instructions on how to make a SOLAR request

This document is intended to help you get into CareWeb, find the documents you
need, and print them when needed for use by a treating provider. This is not a
complete manual for this application. Please contact IHIE for other
documentation.

CareWeb is being constantly updated, and some features are not currently working
properly. Specifically, not all text reports are showing up in that category, limiting
the value of the feature. IHIE is constantly working to improve the program, so

this may change at any time. Please feel free to experiment. You may find easier
ways to find what you need.




Accessing the U Health Network

To access the new medical records, you must first log into the U
Eb"ige kbqgtloh %@"iiba | JED” <cl o
computers at IlU Health Paoli and Bloomington are now on the physical
MHG network.

You can usehttps://csgate.iuhealth.org to log in from a computer not on
the MHG network.

Once you log into CSGate, the applications accessed from there will
need the Citrix Receiver to run. You can download this at:
http://www.citrix.com/go/receiver.himl

Please note: many computers set up to run the old Bloomington
Hospital Portal need no additional set-up, but make sure you have the
Citrix Receiver rather than Citrix Plugin.

After logging into CSGate, there are two ways you can see the medical
records:

Use CareWeb to see lab results, radiology reports, and transcription.

Use Cerner PowerChart to see those records, and everything in the
mrgf bkg$p ~e”oq+

Please Note!

Because we are logging in through IU Health, we can only see records
in CareWeb created at IU Health in the CernerEMR (except for some
very old records).

Please remember, as a user withView-Only access, the only change you
can make to the Medical Record is a note that you looked at it. If you
are participating in the care of the patient, or in coding and billing, you
are not violating HIPAA if you click on a record you end up not needing.
Also remember, training is a valid business purpose under HIPAA.

There are many test patients, with last names starting with Xyztestand
Zyxtest They are used for training, so their records can mimic actual
patients. You may use them for training yourself.
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https://csgate.iuhealth.org/
http://www.citrix.com/go/receiver.html

Logging into CSGate

Type:
csgate.iuhealth.org into
viro
bar and you will
automatically be
redirected to the log-in
page. | am using
Google Chrome in
Windows 7.
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After you respond to the
Multi -Factor
Authentication text or
phone call, the CSGate
Home Page will load. It
contains links to many
applications, most of
gebj viIir tl
rights to. The
applications are in
alphabetical order with
folders first. Youwill
only use a few of them
at the bottom of the

page.
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The CSGate Home Page

@ Citrix XenApp - Applications XD
€« C | [ https://csgate.iuhealth.org/Citrix/CSG/site/default.aspx Q¥ye =

Logged on as: nlorey1 _ - Please notice that the
folders and icons on the
Need hep nstaling th Gt Clien? Pleas i e eceve i cam for dient dewnlosd. home page are in

= (seesve v | (€ alphabetical order. If

2] £ £ £ £ £ £ you resize your browser
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Welcome to IU Health Citrix Portal!
Please note that IU Health reserves the right to log or monitor activity to ensure appropriate use. It is expected that your Citrix session will be used in a business appropriate manner
and confidentiality of sensitive information will be maintained at all times. Users will be held accountable for all activity asso<isted with their logon ID.
If you have any questions about this information or how it affects you, please contact the Service Desk at (317) 962-2828. =
>
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The CSGate Home Page

Here is a better look at the icons you will mainly use. The other
two links included will allow you to access Outlook Web access
to IU Health e-mail and the Pulse website.

& - 3 C

Cerner Home Mew CareWeb
Remote

Qutlook Webaccess Pulse

PulseisF R E b “emnploge® intranet page. It is useful for
finding phone numbers of people who work for IU Health.

When you are made a user of the IU Health network, they create
an e-mail account for you, with your user name plus

' =freb”iqge+l od”’ VIir J2~v rphb
login password is the same as your network or CSGate
password.

For Cerner ReadOnly access instruction, please see the
following document:
https://iuhealthcpe.org/docs/Physician_SSL_Gateway _Instructio

ns.pdf

For an introduction to Cerner ReadOnly, IU Health has created
a thirty minute demo:

http://vimeo.com/110134143

HealthLINC has also written a presentation with a quick
introduction to Cerner Read-Only. Let us know, and we will e-
mail it to you.

IU Health has many other videos for Cerner training on the
Vimeo website. Please feel free to explore them.
http://vimeo.com/user32189647/videos
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https://iuhealthcpe.org/docs/Physician_SSL_Gateway_Instructions.pdf
http://vimeo.com/110134143
http://vimeo.com/user32189647/videos

The New CareWeb
application is accessed
through the New
CareWebicon. | will
double-click on it.
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Welcome to IU Health Citrix Portal!
Please note that IU Health reserves the right to log or monitor activity to ensure appropriate use. It is expected that your Citrix session will be used in a business appropriate manner
and confidentiality of sensitive information will be maintained at all times. Users will be held accountable for all activity asscciated with their logon ID.
Ifyou have any questions about this infarmation or how it affects you, please contact the Service Desk at (317) 962-2823
-
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CareWeb Log-In

If you have logged into Cerner and changed your password, you will use the same
password for the New CareWeb We believe IU Health uploads new Cerner
passwords to IHIE nightly, so they should match.

If you have not logged into Cerner, the first time you log intoNew CareWeb, you
will use your IU Health user id for both the Username and the Password. You will
be prompted to change passwords at this time If you do this, and then log into
Cerner for the first time, make your Cerner password the same as CareWeb.

Youcan make your New CareWeb password the same as your CSGauassword,
but they are maintained separately

Passwords for IU Health must be at least 10 characters long, and contain at least
1 number and 2 letters. They can also include special characters.

Clicking on the New CareWeb link opens a Citrix session. This is actually running
on a server at IHIE. Notice it is running in Internet Explorer 11, the default

browser for the server. You may get to a server with another version of Internet
Explorer, so you screen may look slightly different

Fc vir bsbo pbb "kl qgeboUKPALTHI f _gbvi Ikt?)] b
i f h Ik geb ifkh 1 bg jb ~rqebkqf  ~q¢
Health from the drop-down list. We only have rights to IU Health.

= e e

? |@ https://inpc.ihie.org O ~ @ C || @ Please Login | | I Tp ied

~

\\\. Indiana Health Information Exchange

U HEALTH

CarelWeb

Usemname: |
Password: Login

Let me authenticate with a different institufion.
Forgot Password 7

Production: CareWeb 14
HOSS Engine 1.14
APl Core 2.4

*** Confidential Information ***

The information contained within this system is CONFIDENTIAL. Unauthorized access or use is
prohibited. You must only use your own account. All patient accesses are logged. If you need login or
other assistance, please contact IlU HEALTH HELP DESK at (317) 962-2828.

Lize of Intemeat Fxnlorer 8+ is recommendead
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CareWeb Log-In

: |@ https://inpc.ihieorg O ~ @ C || ETI Please Login ‘ | 4 Tr Gos
~
\\\.l Indiana Health Information Exchange
IUHEALTH
CarelWeb
Enter your Username
S — and Password, then
semame: plgrey
Password: ,essssssssss pI'ESS the Entel’ Key or

Let me authenticate with a different institufion

Forgot Password 7

click on the Login
button.

Production: CareWeb 14
HOSS Engine 1.14
APl Core 2.4

*** Confidential Information ***

The information contained within this system is CONFIDENTIAL. Unauthorized access or use is
prohibited. You must only use your own account. All patient accesses are logged. If you need login or
other assistance, please contact IlU HEALTH HELP DESK at (317) 962-2828.

Lise of Intemel Fxnlorer &+ is recommended

CareWeb Select Patient

e : |@ https://inpc.ihieorg O ~ @ C || ETI Welcome to CareWeb! ‘ |

0&-Feb-2016 05:40 EST

No Patient Selected LOREY, NANCY@IU Health (INPC)

CareWeb will open in
the Select Patient
window. It will also
show you a list of

Date Range: Sort Mode: Expand Detail:

No patient selected.

n/Discharge/HEP Select Patient
Search for a patient based on a number of criteria. Typically, you enter
the patient's Medical Record Number or name {last first) on the 'Patient
MRN or Name' line. Other fields are optional. When complete, click the

patients you have
accessed recently. My

'Search..." button to refrieve the results.

Institution:  IU HEALTH
list contains test “Patient MEN or .

patients. You can look Last Name First Name MRN DOB
ZYXTESTBLOOM  ELEVENFOURTEE! 74232613 06-Jul-1949
at those records toa ZYXTESTMORGAN THREEFIFTEEN 74806628 01-Jan-1001
e, ZYXTESTBEDFORI TENIFTEEN 74940112 01-Jan-1901
E—— ZYXTEST TESTTWO 74145200 01-Jan-1978
e ZYXKTESTPAOLI  ONESIXTEEN 74096451 01-Jan-1901
XYZTEST ELOOMINGTON 74831659 01-Jan-2015
ZYXTESTBLOOM  FOURFIFTEEN 74839200 01-Jan-1901
XYZTEST ALIASPEDS 74214439 04-Jun-2008
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CareWeb Patient Search

(=)=l =2 ]

[ hitps://inpc.ihie.org P~ 0| [#] Welcome to CareWeb! o EA {:}
Ebob) F$shb Cg‘n‘b% LS III"LJ)L] |

I C q e b q b p q m;s\:9|9€e£-:'edb k q $ p I " p q LOREY, NANCY@IU Health (INPC)

name (we will be using -

lzyxtest gbpg m®gf-bk.gp

for training purposes). Dale Range: Sorl Mode: Expand Delail

No patient selected.

Select Patient

Press the Search button _ o

Search_ fora pahgnt based on a number of criteria. Typically, ynlu er!ter
or Enter key to search MR of Name' . Olhor ks ats optonal When compes, ick he
fOI‘ you r patl e nt YOU ‘Search...’ bution to refrieve the results.
always have the option
to include more
information to narrow

Institution: IV HEALTH
P
Patient MRN g Zyxtest

Sex: @ Either O Male O Female

) Appmximam[?ggj o
your search, but for this | |
.. . . Search_ || Cancel Help ==
training session we will . | Coneel | LB |
not narrow our search to
show you what happens
[=|fe=m] =
e |EI https://inpc.ihieorg O ~ @ © || ETI Welcome to CareWeb! ‘ | {nr ok ‘:::’
T oy oiches Without narrowing your
f‘(_:;J.‘ Your search returned 623 patients. Would you like to refine your search? SearCh you W|” rECeIVE
j"kv 1qgbpg’
‘3earch for a patient based on a number of Criteria Typically, you enter IU Health and a Wamll’lg
the patient's Medical Record Number or name {last first) on the 'Patient . .
MRN or Name' line. Other fields are optional. When complete, click the W|ndOW W|I| appear

'Search..." button to refrieve the results.

pgrqgfkd | Tlr
gl obcf kb vl
Click on the Refine
button.

Search.. Cance Help ==
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CareWeb Patient Search

[==rE=]
e' |@ https://inpc.ihie.org, P-~acd || @ Welcome to CareWeb! ‘ | )U"D ‘:AE ‘:::’

Welcome to CareWWeb! 08-Feb-2016 12:07 EST

No Patient Selected LOREY, NANCY@IU Health (INPC)
Date Range: Sorl Mode: Expand Detail You Can narrow you r
. , search by adding to the
4 No patient selected. Select Patient
Search for a patient based on a number of criteria. Typically, you enter laSt name an d a Com ma
the patient's Medical Record Number or name (last first) on the 'Patient to | n Cl u d e some Of th e

MRHN or Name' line. Other fields are optional. When complete, click the
'Search..." button to retrieve the results.

first name and/or enter a
birthdate. Then click on
the Search button or

*Patient M gg zyxtestbloom

Sex:  (® Emher . Male O Female
JUS—— . press the Enter key to
ale: S .
search again.
Search... |[ Cancel | [ Help== |
4 Medication
Medication Notes
(= e ==
e' |E https://inpc.ihie.org O ~ @& & || [#] Welcome to CareWeh! ‘ | oA
. Patient Matches (41 Found) x |
The number of matching |
. . . . g 1 3 » Ll 1-15/41
patients is significantly l I
Iower You may have tO Last Name First Name MRN Birth Date Sex Phone Mother's Name Home Address
. ZYXTESTBLO... EDI 74786687 1950-12-180... F
scroll down to find the ZYXTESTBLO... EIGHTFIFTEEN 74889456 1901-01-010...  F
patient you want. You | ZYXTESTBLO... EIGHTFOURT.. 74198801 1901-01-010... F
) : ZYXTESTBLO... ELEVENFIFTE.. 74940039 1901-01-110... F
can also click on the ZYXTESTBLO... ELEVENFOUR... 74232613 1949-07-060... M
. ZYXTESTBLO... FIVEFIFTEEN 74839202 1901-01-010...  F
column headi ng to sort, ZYXTESTBLO... FOURFIFTEEN 74830200 1901-01-010... M
such as by Birth Date. ZYXTESTBLO... JANECOOK 74806805 1955-12-050.. F (5555555555 123 SOUTHS...
ZYXTESTBLO... NINEFIFTEEN 74889459 1901-01-1 0. M
ZYXTESTBLO... NINEFOURTE. .. 190101010, M (317)555-0000 9090 E 7TH, I..
. ZYXTESTBLO... ONEFIFTEEN 02544 1901-01-010... M IN
We will open ZYXTESTELO.. ONESIXTEEN 74096437 1901-01-1 0. M
. ZYXTESTBLO... RALS 74783957 1985-05180... M  (317)555-9090 324E9, INDIA...
NineFourteen ZYXTESTBLO... SEVENFIFTEEN 74889454 1901-01-010... M
ZyxTestB|00m | will | ZYXTESTBLO... SEVENFOURT... 74198290 1901-01-01 0. M (317)555-8080 2089 NOTH, I...
click on the name Click an enfry o select it.
1 3 »r Ll [1-15741]
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The default landing
page is Chronological

Results, showing all of Q
geb mrgfbkg$p © oap fk

reverse chronological

order. Please notice the

active section is #
highlighted in blue. You

can expand a result by

clicking on the plus

button next to it. 1 will

expand the Glucose
result.

O Maybe you would like to
print this result. There
is a Print button on the
right side of the
screen...
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